!
Information Security Policy

Secure Connections

Mission: El.Com S.r.l, in accordance with the provisions of International Standard UNI CEI EN ISO/IEC 27001:2024, considers the development of an Information Security
Management System (ISMS) to be of strategic relevance, with the aim of optimising business processes and prioritising the protection of information, in the knowledge.that
this represents an essential resource for ensuring business continuity and securing the trust of customers, employees and stakeholders in general.

This represents an additional motivation for continuous improvement aimed at achieving the following targets:

Primary Targets:

®  Confidentiality: ensuring that information is accessible only to authorised persons;
® Integrity: to protect the accuracy and completeness of information;
®  Availability: to ensure that authorised users can access information when needed.

Other targets:
®  Authenticity: promoting the guarantee of sources and reliable provenance of information;
® Completeness: considered as a sub-category of the principle of integrity, as any deficiency would bée equivalent to unauthorised deletion;

® Non-repudiation: ensuring that information, even if complete and authentic, is protected from false denial of receipt, fransmission, creation, submission, transport,
delivery and receipt;

[ ) Traceability: knowing who has or had access to information and who modified it. The data necessary to trace the information must be part of the information itself.

In order to achieve the strategic targets identified above, El.com is committed to:

1. Establish roles and responsibilities for the proper management not only of information, but also of any attacks, threats and/or incidents that impact information security;

2. Analyse the risks associated with the processing/storage/handling of information;

3. Classify information according to its value, risk and sensitivity and develop/maintain/implement corporate policies on information security that are differentiated and
appropriate for its protection;

4. Ensure the management of access to information, limiting it to authorised personnel in relation to their corporate role and responsibilities;

5. Ensure the availability of and access to the necessary information for all employees who, due to their role and responsibilities, are authorised to consult and/or
modify/delete information;

6. Adopt technical and organisational security measures with the aim of protecting the information and data processed/stored/handled from unauthorised access,
manipulation and unauthorised disclosure;

7. Monitoring and tracking any attacks/incidents (security breaches, malware, physical loss of data), ensuring appropriate and timely reporting, investigation and response
that promote, inter alia, the continuous improvement of the Information Security Management System;

8. Implement strategies and procedures to prevent and mitigate the effects of any attacks/incidents;
Develop/maintain/implement strategies to control physical access to environments;

10. Train and inform employees on information security with regard to best practices for proper password management, awareness of cyber threats and company policies
relating to information security;

11. Submit stakeholders to specific tests to monitor the level of awareness achieved and, if necessary, implement corrective and/or improvement actions;

12. Communicate clearly and transparently with stakeholders regarding the policies and practices adopted for information security, including by publishing the Information
Security Policy on the company website;
13. Maintain continuous and effective communication with stakeholders with the aim of identifying common strategies for information protection and addressing any
concerns/needs that may arise;
14. The organisation adopts the principle of security by design, ensuring that information security requirements are integrated from the design, development and
modification stages of processes, systems and services.
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